3apeructpupoBano B Muntocte P® 19 ¢espans 2010 r. N 16456

OEJTEPAJIBHASA CNYKBA 11O TEXHUYECKOMY U
IKCIIOPTHOMY KOHTPOJIIO

ITPUKA3
ot 5 ¢eBpasns 2010 r. N 58

OB YTBEPKJEHUU MOJIOXEHUSI O METOJIAX U
CIIOCOBAX 3AIMTHI UH®OPMAILIUM B
UH®OPMAIIMOHHBIX CUCTEMAX MMEPCOHAJIBHBIX
JTAHHBIX

B cootBercTBum ¢ myakTom 3 IlonoxkeHust 06 obecriedeHnu 6e30MacHOCTH MEPCOHATBHBIX JTaHHBIX
npu ux 00paboTke B HMH(DOPMAIMOHHBIX CUCTEMaX IEPCOHANBHBIX JAHHBIX, YTBEPXKAECHHOTO
[Tocranosnenuem IIpaButenscTBa Poccuiickoit deneparuu ot 17 Hosops 2007 r. N 781 (Cobpanue
3akoHonarenbcTBa Poccuiickoit ®eneparin, 2007, N 48, cr. 6001), mpukasbiBato:

YT1Bepauth mnpuiaraemoe IlomokeHne o MeTogax M crmocobax 3amuThl  MHQOpMalMH B
UH(POPMALIMOHHBIX CUCTEMAX MEPCOHAIBHBIX TaHHBIX.

Jlupexmop @edepanvHoti cyxHcow
N0 MEeXHUYeCKOMY

U 9KCNOpmHOMY KOHmMpOJiro

C.I'PUT'OPOB

Ipunooicenue
K IIpuxazy @CTIK Poccuu
om 5 ¢pespans 2010 2. N 58

HOJOXEHHUE

O METOJAX U CIIOCOBAX 3AIINUTHBI UHOOPMAIINHU
B UHOOPMAILIMOHHBIX CUCTEMAX
HEPCOHAJIBHBIX JTAHHBIX
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|. O0une mos10KeHU s

1.1. Hacrosimee IlomoskeHue pa3paboTaHO B COOTBETCTBHHM ¢ llojoxkeHHMeM 00 oOecrnedeHuu
0C30MaCHOCTH TEPCOHAIBHBIX JAHHBIX IPH HMX 00pabOTKe B HH(POPMAIMOHHBIX CHCTEMaXx
IIEPCOHANIBHBIX  JTAHHBIX, yTBep:KAeHHbIM IlocranoBnenuem IlpaButenscrBa  Poccuiickoin
Ddeneparun ot 17 HosOps 2007 r. N 781 (Cobpanue 3akonomarenbcTBa Poccuiickoit deneparium,
2007, N 48, ct. 6001), u ycTaHaBiIMBaeT METO/IbI M CIIOCOOBI 3aIUThl HH(GOPMAIINU, TIPUMECHSIEMbIC
JuIst o0ecrieueHrs: 0€30MaCHOCTH TEPCOHAIBHBIX JaHHBIX MPH UX 00paboTKe B MHGOPMAIMOHHBIX
CHUCTeMaX IEepPCOHAIBHBIX JaHHBIX (Jajiee - WH(POPMALMOHHBIC CHCTEMBI) TOCYIapCTBCHHBIMH
OpraHaMH, MYHHUIUIAIGHBIMK  OpraHaMH, IOPHIWYCCKUMHU WIM  (U3HYCCKUMHU  JIUIAMH,
OpPraHu3yIOIUMU U (WIM) OCYHISCTBISIONIMMU OOpaOOTKY MEPCOHANBHBIX JAHHBIX, a TaKkKe
OIPEIEISIONUMHE IIEJIH U COJACpKaHne 00pabOTKH MEPCOHANBHBIX JaHHBIX (Jajee - omeparop), HilH
JUIIOM, KOTOPOMY Ha OCHOBAaHUH JIOTOBOpA OIEpaTop MmopydaeT o0pabOTKy MepPCOHATBHBIX JAHHBIX
(masee - yrmogHOMOYEHHOE JIHIIO).

B mnactosmem [lomokeHMM He paccMaTpHBAIOTCS BOMPOCHL  OOecreueHHus O0e30IMacHOCTH
NEPCOHAJIBHBIX JAaHHBIX, OTHCCCHHBLIX B YCTAHOBJICHHOM HOPAAKC K CBCACHUAM, COCTABJIAIOIIHUM
TOCYZIapCTBEHHYIO TaiiHy, a Tak)Xe BONPOCHI TNPHUMEHEHUS KPUNTOIpaUUYecKuX METOHO0B U
CII0CcO00B 3alUThl HH(OPMALIUH.

1.2.K METOJaM U crocodam 3allIUThI I/IH(l)OpMaI_H/II/I B I/IH(1)OpMaI_II/IOHHBIX CHUCTEMaX OTHOCSTCS.

METOZBI M CIOCOOBI 3aIlUThl HMH(pOPMALUK, 00padaThIBAEMOM TEXHUYECKHMH CpeICTBAMHU
UH()OPMAIIMOHHONW CHUCTEMBI, OT HECAHKIIMOHHPOBAHHOTO, B TOM YHCJE CIy4allHOrO, JOCTyNa K
NEPCOHATBHBIM JTaHHBIM, PE3yJbTaTOM KOTOPOTO MOJXET CTaTh YHHYTOKCHHE, H3MEHEHHE,
OJIOKMpOBaHWE, KOIMHMPOBAHWE, PACIPOCTPAHEHHE IEPCOHANBHBIX JaHHBIX, a TaKKE MHBIX
HECAHKI[MOHUPOBAHHBIX JEHCTBUH (masee - METOABI M CIOCOOBI 3am[MThl HHPOPMAIHH OT
HECaHKIIMOHMPOBAHHOTO JOCTYIIA);

METO/BI M CIIOCOOBI 3alIUThl pe4eBOi HH(OpMaIUK, a Takke HH(OpMAIMK, IPEACTABICHHON B BUJIE
MH(OPMATUBHBIX 3JIEKTPUYECKUX CHUTHAJIOB, (U3NYECKUX TMOJeH, OT HEeCaHKIHOHUPOBAHHOTO
JOCTYIIa K TIEPCOHAJIBHBIM JAaHHBIM, pPE3YJIbTATOM KOTOPOIO MOXKET CTaTbh KOIHUPOBAHUE,
pacrpocTpaHeHHe TIePCOHATIBHBIX TaHHBIX, & TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JCHCTBHN (1anee
- METO/BI U CHIOCOOBI 3aIUTHI HHYOPMAIIMU OT YTEUKH M0 TEXHUYESCKUM KaHaJIaM).

1.3. JIns BeIOOpa U peanu3aliu METOJIOB U CIIOCOOOB 3alIUThl HH(pOpManuu B WHGOPMAIMOHHON
CHUCTEME OIepaTOpOM FJIM YIOJHOMOYCHHBIM JIMIIOM MOJXKET Ha3HA4YaThCsl CTPYKTYpPHOE
MOJpa3JieiecHue WM  JO/DKHOCTHOE JMIo (pabOTHWK), OTBETCTBEHHBIE 3a O0OECIeueHHUE
0e30MacHOCTH MEePCOHATBHBIX TaHHBIX.

Jns BbIOOpa M peanu3allii METOJOB M CHOCOOOB 3aIIMThl MH(MOpMAIMM B HH(POPMALMOHHOM
CUCTEME MOJKET MPUBJIEKAThCS OpraHu3alus, uMeroas opOpMICHHYIO B YCTAaHOBIIEHHOM IOPSJIKE
JMIIEH3UI0O Ha OCYUIECTBICHHUE [EATEIBHOCTH MO TEXHUYECKOM 3amure KOH(UACHUIUAIbHON
uH(pOpMaLIUH.

1.4. Bri6op 1 peanusanus METOAOB U CIIOCOOOB 3aIIUTHI HHPOpMALUU B MH(POPMAITMOHHON cHCTEME
OCYIIECTBIIIIOTCS. Ha OCHOBE OIPEICIIIeMBIX OIepaTopoM (YIOJHOMOYEHHBIM JIUIIOM) YIpo3
0€30MacHOCTH TMEPCOHANBHBIX JaHHBIX (MOJETM Yrpo3) M B 3aBHCUMOCTH OT Kjacca
MH(QOPMAIIMOHHOW CHUCTEMBI, OINPENEICHHOTO B COOTBETCTBMM C IlOpsSJIKOM TpOBEACHUS
KjIaccu(pukanuy UHOOPMAIIMOHHBIX CHUCTEM MEpPCOHANBHBIX JaHHBIX, YTBEpKIEHHBIM [Ipmkazom
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®CTIK Poccun, ®Cb Poccun u Munundpopmcessizu Poccun ot 13 despans 2008 r. N 55/86/20
(3apeructpupoBan Munrocrom Poccun 3 ampenst 2008 r., perucrpannonnsiii N 11462).

MO,Z[GJ'IB yrpos pa3pa6aTI>1BaeTc;1 Ha OCHOBE MCTOAUYCCKHX ITOKYMCHTOB, YTBCPXICHHBIX B

cootBercTBUM ¢ yHKTOM 2 [ToctanoBnenus [IpaBurensctBa Poccuiickoit @enepanuu ot 17 HostOps
2007 r. N 781.

1.5. BeiOpaHHbBIE U peaIM30BaAHHBIE METOJIBI U CITOCOOBI 3aIUTHI HH(GOPMAIIMK B UHPOPMAITMOHHON
CHUCTeME JOJDKHBI 00ecnednMBaTh HEHTpaM3alliio IPEroiaraéMblX yrpo3 0e30macHOCTH
NEPCOHANBHBIX JaHHBIX PU X 00paboTKe B MHPOPMALMOHHBIX CUCTEMAaxX B COCTaBE CO3aBaeMOil
orepaTopoM (YIOJTHOMOYEHHBIM JIUI[OM) CHCTEMBI 3aIUThI IEPCOHATBHBIX JTaHHBIX.

1. MeToabl 1 ciocoObl 3a1IUTHI HHGOPMAIIMH OT
HECAHKIMOHUPOBAHHOIO I0CTyNA

2.1. MeTtogamMu u crocodamu 3allIUThI I/IH(bOpMaI_II/II/I OT HCCAHKIIMOHHUPOBAHHOI'O JOCTYIIA SIBJIAHOTCS .

peanu3anus pa3pelInTeIbHON CUCTEMBI JIOIyCKa MOJIb30BaTesel (00CIyKUBAOIEr0 MepcoHaa) K
UH(POPMALIMOHHBIM pecypcaM, WH(GOPMAIIMOHHONH CHCTEME W CBS3aHHBIM C €€ HCIIOJIb30BAaHHEM
paboTaMm, TOKyMEHTaM,;

OrpaHMuYEHUE JOCTYIa I0Jb30BaTeNel B IOMEIIEHUS, T[€ pa3MELIeHbl TEXHUYECKHE CpEACTBa,
HO3BOJISIOIINE OCYIIECTBIATh 00pabOTKY MEpPCOHAIBHBIX JAHHBIX, a TaKXKe XPaHATCA HOCUTEIH
uH(popMaluy,

pasrpaHUYeHHe JOCTyIa MOJb30BaTeNell M OOCIYXHMBAIOIIETO TMepcoHana K HHPOPMAIMOHHBIM
pecypcaM, MPOrpaMMHBIM CpeicTBaM 00pabOTKH (Iepeaadu) 1 3aIiuThl HHPOPMAIIUH;

peructpanus  JeWCTBUM  TOJb30Barened W OOCIYXHBAIOUIETO  IEpCOHaja,  KOHTPOJIb
HECaHKIMOHUPOBAHHOTO JOCTyMa M ACWCTBUI MOIb30BaTeNel, OOCTYKMBAIOIIEro MEpcoHaNna H
MOCTOPOHHUX JIIL;

YUYC€T U XpaHCHUC CHbCMHBIX HOCHUTEIEH I/IH(i)OpMaI_[I/II/I n ux 06paH_leHI/IC, HCKIIIOYAICe XUIIICHUC,
INOJAMCHY M YHHUUYTOXCHHUC,

pe3epBUPOBAHKE TEXHUYECKUX CPEJICTB, NyOJMPOBAHNE MACCHBOB U HOCUTENEH HH(pOpMAITUH;

UCIIONIb30BAaHUE CPEJICTB 3alIUThl WHGOpPMAIUMHU, MPOILIEANIUX B YCTAHOBJICHHOM MOPSIIKE
IPOLEAYPY OLIEHKH COOTBETCTBHUS;

HCIOJB30BAaHNE 3aIUIICHHBIX KAHAJIOB CBA3H,

pa3sMelleHHe TEXHUUYECKUX CPEeACTB, IMO3BOJIAIOUIMX OCYIIECTBIATh OO0pabOTKY MEepCOHATBHBIX
JTAHHBIX, B MIPEJEIIaxX OXpaHsAEMON TEPPUTOPHH;

opraHu3amus (QU3NYECKOW 3alIUThl TIOMEIICHWHM W COOCTBEHHO TEXHHUYECKHUX CPECTB,
MO3BOJIIOIINX OCYIIECTBISTH 00padOTKy MEPCOHANBHBIX JaHHBIX;

NpEeNOTBpallleHHe BHEIpPEHHs] B  HHQOPMAIIMOHHBIE CHCTEMBl  BPEAOHOCHBIX  IMPOTPaMM
(mporpaMM-BUpPYCOB) U IPOTPAMMHBIX 3aKJIa]I0K.

2.2. B cucreme 3amuThl NEPCOHANBHBIX AAHHBIX MH()OPMAIIMOHHOW CHUCTEMBI B 3aBUCHUMOCTH OT
Kjacca MH(OPMAIMOHHONW CHCTEMBI M UCXOJ M3 yrpo3 0€30IacHOCTH MEPCOHAIBHBIX JJaHHBIX,
CTPYKTYpbl HH(DOPMAITMOHHOW CHUCTEMbI, HAJMYUS MEXKCETEBOIO B3aUMOJICHCTBUS U PEKUMOB
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00paboOTKK TMEepCOHANBHBIX JAHHBIX C HCIOJIH30BAHHEM COOTBETCTBYIOIIUX METOJOB M CIOCOOOB
3alUThl UHPOpPMAIMK OT HECAHKIIMOHMPOBAHHOIO JOCTYyNAa pPeaau3yroTcs (PYHKUHUU YIpaBlieHUs
JOCTYIIOM, pETUCTpallud U Yydera, oOecledeHMs] LEeJOCTHOCTH, aHaliM3a 3allMIIEHHOCTH,
obecrnieueHns 6€30MacHOr0 MEKCETEBOTI0 B3aUMOCHCTBYS U OOHAPYKEHUS BTOP)KEHUM.

MeTo/bl U CIIOCOOBI 3aIUThI HHPOPMAIIUKE OT HECAHKIIMOHUPOBAHHOIO J0CTYIa, 00SCIECUNBAIOIINE
(GYHKIMU yIpaBICHUS TOCTYIIOM, PETHMCTpPAallMd M yd4eTa, OOeCIeUeHHUs IEIOCTHOCTH, aHaIHu3a
3aIIUIIEHHOCTH, O0ecredeHuss 0e30MacHOro MEKCETEBOI0 B3aMMOJCHCTBHS B 3aBUCHMOCTH OT
KjJacca MH(OOPMAIMOHHOW CHCTEMBbI ONPEICISIOTCS OmepaTopoM (yIOJHOMOYCHHBIM JIMIOM) B
COOTBETCTBHUH C MPHIOKEHUEM K HacTosIeMy [10105KeHHIO.

2.3. B UH(OPMAITMOHHBIX cucTeMax, HMMEIOIINX MOAKIIOYEHUE K
UH(POPMAIIMOHHO-TEIICKOMMYHUKAITMOHHBIM CETSAM MEXIYHAPOTHOTO HH(POPMAIMOHHOTO OOMEHa
(ceTsiM cBsi3W OOIIEro MOJB30BaHMSA), WIH TPU (DYHKIIHOHUPOBAHHHU KOTOPBIX IMPEIyCMOTPEHO
UCIIOJIb30BAaHUE CHEMHBIX HOCHTEICH HWH(POPMAIIUU, HUCIOJB3YIOTCS CPEICTBA AHTHBHPYCHOM
3aIUTHL.

2.4. IIpn B3aUMOJICUCTBUI MH(OpPMaLMOHHBIX CUCTEM c
UH(POPMALIMOHHO-TEIEKOMMYHUKAIIMOHHBIMU ~ CETAMH  MEXIYHApOAHOIO  MH()OPMAIMOHHOTO
obOMmeHa (ceTsiMH CBSI3M OOLIETO IMOJIb30BAHUS) HAPSIy C METOAAMHU U CIIOCO0aMH, yKa3aHHBIMH B
nyHkre 2.1 Hacrosero IlonoxeHus, OCHOBHBIMH METOAAMU U CIOCOOAMH 3aIIUThl UH(OPMAIMU
OT HECAaHKLIMOHUPOBAHHOIO JJOCTYTA SBJISIOTCS

MEXCETeBOE HKPAHMPOBAHUE C II€JIbI0 YIPABICHUS JOCTYNOM, (UIBTPALMM CETEBbIX MAKETOB U
TPAHCIIALNN CETEBBIX aJIPeCOB IS CKPBITHS CTPYKTYPBI HHPOPMAIIMOHHON CHCTEMBI,

OOHapy)XeHHE BTOPKEHUW B MHPOPMAIMOHHYIO CHCTEMY, HApYHIAIOMIUX WJIA CO3JIAIOIINX
NPEINOChUIKM K HapyHICHUIO YCTaHOBIEHHBIX TpeboBaHUN MO oOecrneueHno 0e30MacHOCTH
MEPCOHAIIbHBIX JaHHBIX;

aHaNIM3  3alIMIICHHOCTH  HMH(GOPMAIMOHHBIX  CHCTEM,  MPEAINOJAraiollfii  pPHUMEHEHHE
CIEUATM3UPOBAHHBIX POrPAMMHBIX CPEICTB (CKaHEpOB 0E30MaCHOCTH);

3ammTa UHPOPMaIIUK TIPH €€ Tepeiade Mo KaHalaM CBSI3H,

UCIIONIb30BAaHUE CMapT-KapT, JJIEKTPOHHBIX 3aMKOB M JPYTUX HOcHUTeNed uHbopManuu yis
HaJeKHOW UJIEHTU(DHUKAIIMY U ayTeHTU(UKAIINY TT0JIh30BaTEINeH

MCIIOJIb30BAaHUE CPECTB AHTUBUPYCHOM 3aIlIUTHI,

HOCHTPAJIN30BAHHOC YIHPABJICHUC CHCTEMOM 3alllUThI NEPCOHANIBHBIX JaHHBIX HH(I)OpMaHHOHHOﬁ
CHCTCMBI.

2.5. TlomkmodyeHne  WHPOPMANMOHHBIX  CHCTEM,  00padaThIBAIOIINX  TOCYAapCTBEHHBIC
UH(POPMAaIMOHHbIE pecypchl, K MH(POPMAIMOHHO-TEJIEKOMMYHHUKALIMOHHBIM ceTsM
MEXIYHapOJAHOTO HH(OPMALIMOHHOTO OOMEHa OCYIIECTBISETCS B COOTBETCTBUU C YKa3oM
[Tpesunenra Poccuiickoit deneparyu ot 17 mapra 2008 1. N 351 "O mepax mo oOecrneyeHHIo
nH(pOpMaITMOHHON 0€30macHOCTH Poccuiickoii ®denepannn npu HCTIOJTb30BaHU U
UH(POPMALIMOHHO-TEIIEKOMMYHHUKAIIMOHHBIX CEeTel MEXIyHapoJHOro MH(opManuoHHOro obmeHa'
(Cobpanwue 3akonoaarenpctBa Poccuiickoit deneparuu, 2008, N 12, cr. 1110; N 43, ct. 4919).

2.6. Jlns oOecnedeHuss 0€30MacHOCTH  MEPCOHAIBHBIX  JaHHBIX TOPH  MOJKIIOYCHUU
WH(OPMAIMOHHBIX CHUCTEM K MH()OPMAIIMOHHO-TEIICKOMMYHUKAIIMOHHBIM CETSAM MEXKIYHAPOIHOTO
UHPOPMAIIMOHHOTO oOMeHa (CeTsIM CBSI3U  OOIEro TOJIb30BAaHUS) C IMEJNBI0  IMOJyYCHHS
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o01Ie10CTYTHOW WH(GOpMAIUK MOMUMO METOJOB M CIOCOOOB, yKa3aHHBIX B myHkTax 2.1 u 2.4
Hacrosmero [lomokeHusi, MPUMEHSIOTCS CIEAYIONIMEe OCHOBHBIE METOJBI M CIIOCOOBI 3allUTHhI
uH(pOpPMAIIUK OT HECAHKITMOHUPOBAHHOTO JIOCTYTIA:

bunbTpanus BXOMAMKX (MCXOSIIMX) CETEBBIX ITAKETOB IO IPaBHJIaM, 3aJaHHBIM OIEPATOPOM
(YIOJIHOMOYEHHBIM JIUIIOM);

HepI/IOI[I/I‘IeCKI/Iﬁ aHaau3 0€30I1aCHOCTH YCTAHOBJICHHBIX MCKCCTCBBIX OKPAaHOB HAa OCHOBC UMHUTAllUU
BHCIIHHUX aTaK Ha I/IHq)OpMaHI/IOHHHC CHUCTEMBI,

AKTHUBHBIN ayauT 0€30macHOCTH MHGOPMAIMOHHON CHCTEMbI Ha MpelIMeT OOHapYKEHUS B pPEeKUME
peaJbHOr0 BPEMEHH HECAHKLIIMOHUPOBAHHON CETEBOW AKTUBHOCTH;

aHaJIu3 IMPUHUMAeMON MO HHGPOPMALMOHHO-TEIEKOMMYHUKAIMOHHBIM CETSIM MEXAYHapOIHOIO
UH(OPMAIIMOHHOTO OOMEeHa (CeTsM CBs3M OOIIEro MOJIb30BaHUS) MHPOPMAIMH, B TOM YHCIC Ha
HaJIN4K1e KOMIIBIOTEPHBIX BUPYCOB.

I[J'IH peai3aliui yKa3aHHbIX MCETOAOB H CI1oco0o0B 3alllUThI I/IH(bOpMaLII/II/I MOTYT IIPUMCHSATBCA
MCIKCECTCBLIC OJKpaHbl, CHCTCMbI 06Hap}/)KCHI/I$I BTOp)KCHPIfI, CpeacTBa aHajiv3a 3alllUIICHHOCTH,
CIICHUAIMN3UPOBAHHBIC KOMIIJICKCHI 3alllMThI H daHAJIW3a 3alllMIICHHOCTH PIH(l)OpMaI_II/II/I.

2.7. Jlna obOecrnieueHusi 0€30MAaCHOCTH TEPCOHATBHBIX JIAHHBIX IPU YIAJICHHOM JIOCTYIEe K
uH(MOPMAaLIMOHHON CUCTEME qyepes uHGOPMaIMOHHO-TEJIEKOMMYHUKAITHOHHYIO CeTh
MEKTYHAPOIHOTO HHPOPMAIIMOHHOTO 00OMeHa (CeTh CBSI3M OOIIEro MOJIb30BAHUS) TIOMUMO METOJIOB
U croco0o0B, yKazaHHbIX B myHKTax 2.1 u 2.4 nactosmero [lonoxeHus, MPUMEHSIOTCS CIEAYIOIIHe
OCHOBHBIC METOJIBI M CITOCOOBI 3aIUTHI MH()OPMAIIMU OT HECAHKITMOHUPOBAHHOTO JOCTYIIA:

NpOBEpKa MOJUTMHHOCTH OTHPABUTENs (yIAJICHHOTO MOJb30BATENs) U IEJIOCTHOCTH TepeIaBaeMbIX
1o MH(pOPMAIIMOHHO-TEJIEKOMMYHUKALMOHHOW CETH MEXAyHapOJIHOr0 WH(POPMAIIMOHHOIO 0OMEeHa
(ceTu cBsi3u OOIIETO MOJL30BAHUS) JAHHBIX;

YHpaBJICHHUEC JOCTYIIOM K 3allMUIIAEMBbIM IIEPCOHAJIIBHBIM JJaHHBIM HH(I)OpMaHHOHHOﬁ CETH,
HCIIOJIBb30BaHUC anI/I6YTOB 0C30ITaCHOCTH.

2.8. Jlnst obecrieyennss 6€30MaCHOCTH TEPCOHAIBHBIX JAHHBIX TPH MEXCETEBOM B3aMMOICHCTBUHU
OTJENBHBIX HH(MOPMAIMOHHBIX CHCTEM 4Yepe3 HH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHYIO CETh
MEXKTYHAPOHOTO HHPOPMAIIMOHHOTO 00OMeHa (CeTh CBSI3M OOIIEro MOJIb30BAHUS) TOMUMO METOJIOB
U CII0co00B, yKa3aHHbIX B MyHKTax 2.1 u 2.4 Hacrosero [lonoxxeHus, IpUMEHSIOTCS CIEAYIOIINe
OCHOBHBIE METO/IbI U CITOCOOBI 3aLUTHI MH(OPMALIMU OT HECAHKIIMOHUPOBAHHOTO JJOCTYTIA:

CO3/IaHHU€ KaHaJa CBA3H, 00ECIIEUMBAIOLIETO 3alUTY epeiaBaeMoi HHPpOpMaLuy;

OCYLICCTBJICHHUC ayTCHTI/I(I)I/IKaLII/II/I BBaHMOHCﬁCTBYIOHIHX I/IH(I)OpMaI_II/IOHHBIX CUCTCM U IIPOBCPKa
MNOAJIMHHOCTH MOJIL30BaTEIICH U IETOCTHOCTH nepeaaBacMbIX JaHHBIX.

2.9. JInst obecrieyernss 0€30MAaCHOCTH TIEPCOHANBHBIX JAHHBIX TPH MEKCETEBOM B3aUMOJICHCTBUU
OTJENIbHBIX MH(POPMALMOHHBIX cucTeM pa3HbIX OIIepaTopoB qepes
UH(POPMAIIMOHHO-TEIIEKOMMYHUKAIIMOHHYIO CETh MEXIYHapOIHOTO HH(POPMAIMOHHOTO OOMEHa
(ceTh cBs3M OOIIETO MOJIL30BAHMUS) TOMUMO METOJIOB M CIIOCOOOB, YKa3aHHBIX B MyHKTax 2.1 u 2.4
Hacrosmero [lomo)keHusi, MPUMEHSIOTCS CIIEAYIONINEe OCHOBHBIE METOJIBI M CIIOCOOBI 3allUTHI
UH(POPMALIUU OT HECAaHKIITMOHUPOBAHHOTO JIOCTYTIA!

CO3/IaHME KaHajla CBSI3M, 00SCIICUMBAIOIIETO 3aNTUTY TIepeIaBacMOoil HHpOpMaIIHH;

ayTeHTU(UKalKs B3aUMOACHCTBYIONIMX HHGOPMALMOHHBIX CUCTEM U IMPOBEpPKAa MOJITMHHOCTH



MOJIb30BaTelIeH U LCJIOCTHOCTH IICPCAABACMBIX JAHHBIX

obOecrcucHue npeaoTBpalicHusd BO3MOKHOCTU OTpHIAHUA I1OJIB30BATCIICM (l)aKTa OTIIPpaBKU
IEPCOHAIBHBIX JAHHBIX APYTOMY II0JIb30BATECIIIO,

obecrcucHue npeaoTBpalicHisd BO3MOXHOCTH OTpHULAHUA I10JIB30BATCIICM (l)aKTa MMOJIYYCHHA
NEPCOHATIBHBIX JAHHBIX OT APYIroro 1oJjJb30BaTelsd.

2.10. OOMeH mnepcoHaIbHBIMU JAaHHBIMH TIPH HUX 00paboTke B WH(OOPMAIMOHHBIX CHCTEMax
OCYIIECTBIISICTCS 110 KaHaJaM CBS3M, 3allUTa KOTOPHIX O0O0ECHEeYMBACTCA IyTEM pealu3aluu
COOTBETCTBYIOIIMX OPraHU3AIIMOHHBIX Mep M (MITH) IPUMEHEHHS TEXHUYECKUX CPENICTB.

2.11. TlonkmroueHNEe HHPOPMAITMOHHON CHCTEMBI K MH(POPMAITMOHHON CHCTEME APYTroro Kiacca Witu
K HH()OPMAIIMOHHO-TEICKOMMYHHKAIIMOHHON CETH MEXIYHapOIHOTO WH(POPMAIMOHHOTO OOMEHa
(ceTu cBsi3u OOILETO MOJIH30BAHUS) OCYIIECTBISCTCS C UCIIOJIb30BAHUEM MEKCETEBBIX IKPAHOB.

2.12. Ilporpammuoe oOecrieyeHHE CpEACTB  3AIIUTHl  MHQOPMAIMHM, MPUMEHSEMBIX B
nH(GOPMAIMOHHBIX cUcTeMaxX 1 kiacca, MPOXOAUT KOHTPOJIb OTCYTCTBHSI HEICKIapUPOBAHHBIX
BO3MOKHOCTEH.

Heo0xonuMocTe  IpOBEEHUS] KOHTPOJISL OTCYTCTBHMSI  HEJNCKJIAPUPOBAHHBIX  BO3MOXHOCTEH
IPOTPAMMHOTO OOECTIEYCHHSI CPEJICTB 3aIUTHl WH(POPMAIMU, TPUMEHIEMBIX B MH()OPMAIIHOHHBIX
cucTeMax 2 u 3 KJIacCoOB, OMPEACIISETCs ONepaTopoM (YIIOJTHOMOUYCHHBIM JIUIIOM).

2.13. B 3aBucumocTH OT OCOOEHHOCTEH OOpabOTKM MEepPCOHANbHBIX MJAHHBIX U CTPYKTYPHI
WH(OPMAIIMOHHBIX CHCTEM MOTYT pa3paldaThiBaThCsl W IMPUMEHSTHCS JPYTHe METOABl 3alTUThI
UHPOPMALIUKM OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA, OOCCIICYMBAIOIINE HEUTPAIH3AIMIO YrPo3
0€30MMaCHOCTH MEPCOHATBHBIX TAHHBIX.

[11. MeToanbl u crioco0bl 321U THI HHGOPMAIIUN OT YTEUYKH 110
TEXHUYECKHMM KaHaJlaM

3.1. 3ammra pedeBoil MHpopMauuu U MHPOPMALMH, MPEICTABICHHON B BUAE MH(DOPMaTHUBHBIX
DIIEKTPUUYECKUX CHTHAJIOB W (U3WYECKHX TIIOJIeH, OCYIIECTBISETCS B ClIydasiX, KOrjga IIpH
OTIpeNIeIeHuH yrpo3 Oe30MacHOCTH MNEePCOHAIbHBIX JAHHBIX U (OPMHUPOBAHUM MOJEIU Yrpo3
NPUMEHUTEIBHO K HMH(DOPMAIMOHHOW CHCTEME SIBIISIIOTCS aKTYalIbHBIMH YIPO3bl  YTEUKH
aKyCTUYeCKOl pedyeBoil MH(pOpMaIMK, Yrpo3bl yT€UKH BUAOBOM MH(OpMAIMM M Yrpo3bl YTEUKU
UHOPMAIIUHU TI0 KaHAIaM TOOOYHBIX JIEKTPOMArHUTHBIX M3ITy4YeHHI U HAaBOJIOK, ONpE/IeNICHHBIE Ha
OCHOBE METOAMYECKHX JIOKYMEHTOB, YTBEP)KJICHHBIX B COOTBETCTBUU ¢ MyHKTOM 2 [locTaHOBIEHUS
[TpaBuTenscTBa Poccuiickoit @enepannu ot 17 Hosi6ps 2007 . N 781.

3.2. Jlig WCKIIOYEHUS] YTEUKH IEePCOHATBHBIX JAaHHBIX 32 CUET IMOOOYHBIX AIIEKTPOMArHUTHBIX
U3Yy4eHUH U HABOJOK B MH(OPMAIMOHHBIX cucTeMax 1 Kiacca MOTYT NMPUMEHSATHCS CIETYIOLIe
METO/Ibl K CLIOCOOBI 3aIUTHI HHPOPMAIIH:

HMCII0JIb30BAHME TCXHUYCCKUX CPCACTB B 3aIIUIIICHHOM HUCITIOJIHCHUH,

UCIIONIb30BAaHUE CPEJICTB 3aIlIUThl WHQPOpPMAIMK, TMPOILIEANIUX B YCTAHOBJICHHOM IOPSIIKE
MIPOIIEIYPY OIICHKUA COOTBETCTBUS;

pa3sMCIICHUC 00BEKTOB 3alIUTHI B COOTBETCTBUU C IIPECANMCAHUEM HaA DKCIIyaTalulo,

pasMelleHHe MOHIKAOIIUX TPaHC(HOPMATOPHBIX MMOJCTAHLIUN JJIEKTPONHUTAHUS M KOHTYPOB
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3a3eMJICHUs TEXHUYECKUX CPEICTB B MpeleIax OXpaHsIeMOU TepPUTOPHUH;

obOecrieueHUEe Pa3BA3KH LEMEN 3JIEKTPOINMUTAHUS TEXHHUYECKUX CPEACTB C MOMOIIBIO 3alIUTHBIX
GUIBTPOB, OIOKUPYIONIHX (IOAABISIONINX ) HHPOPMATHBHBINA CUTHAI;

obOecrieueHne JJICKTPOMArHUTHON pPAa3B3KM MEXKAY JHUHUSAMH CBS3M W JPYTUMH ICTSIMH
BCIIOMOTATEIbHBIX TEXHUYECKUX CPEACTB M CHUCTEM, BBIXOASIIMMH 32 IPEIENbl OXPaHIEeMOU
TEPPUTOPUHU, ¥ HHOOPMANUOHHBIMU TEMSAMH, 1O KOTOPBIM IUPKYJIUPYET 3aluiiacmas
nHpopmarus.

3.3. B uH(opMannoHHbIX cucTeMax 2 Kiacca iy 00paboTKy HH(OPMAIIUU UCIIOJIB3YIOTCS CPEICTBA
BBIUMCIIUTEIFHON TEXHUKH, YIOBJICTBOPSIONINE TPEOOBAHUSM HAINMOHAIBHBIX CTAaHIAPTOB TIO
AJIEKTPOMArHUTHOH COBMECTUMOCTH, IO O€30MaCHOCTH W JSPrOHOMHYECKHM TpPEOOBAaHUSIM K
CpelIcTBaM OTOOpakeHUsT HMHQPOpPMAIMM, [0 CAHUTAPHBIM HOpPMaM, MPEABSBIAEMBIM K
BUJICOAUCIUICHHBIM TEPMHUHAJIAM CPEJICTB BBIYMCITUTEIBHON TEXHUKH.

3.4. Ilpu npumMeHeHnU B WHPOPMALMOHHBIX CUCTEeMax (PYHKIIH TOJIOCOBOTO BBOJA NEPCOHATBHBIX
JaHHBIX B MH(QOPMALMOHHYIO CHUCTEMY WM (YHKIMM BOCHpPOM3BENEHHUS HH(pOpMaIUU
AaKyCTUYECKUMHU CpeICTBaMHU MH()OPMAIIMOHHBIX CHCTEM ISl HH(OPMAIIMOHHON cucTeMbl 1 Kiacca
peaTU3yI0TCsl METO/IbI M CIIOCOOBI 3AIMTHI AKYCTHUECKOH (pedueBoii) HHPOPMALIUH.

Mertopl ¥ CITOCOOBI 3alIUTHI AKYCTHUECKON (peueBoii) MH(MOPMAIIUK 3aKIIOYAIOTCS B PeaH3alliu
OpraHM3al[MOHHBIX M TEXHUYECKHX Mep M1 OOecnedyeHus 3BYKOM3OJSLMM OrpakIaroluX
KOHCTPYKIIUH TOMEIIEHUH, B KOTOPBIX pacmojiokeHa WH(GOpPMAlMOHHAs CHCTEMa, UX CHCTEM
BEHTWISILIMM WU KOHAMLIIMOHUPOBAHUS, HE IO3BOJSAIOUIEN BECTH MPOCIYIIMBAaHUE AKYCTUYECKOU
(peyeBoit) WH(pOPMAIMM TPU TOJOCOBOM BBOJE IMEPCOHAIBHBIX [TAHHBIX B HH()OpMAIMOHHON
CUCTEME WJIM BOCIIPOU3BEACHNN HH(POPMAIIUU aKyCTUYECKUMHU CPEICTBAMHU.

BennunHa 3ByKOM30JISIMU ONPEENIIeTCsl ONepaTOPOM UCXOs U3 XapaKTEPUCTHUK MOMEIICHHUs, ero
pacmnosokeHusi 1 0co0eHHOCTeH 00pabOTKN NEPCOHAIBHBIX JaHHBIX B UH(POPMAIIMOHHON CHUCTEME.

3.5. Pa3smemienue ycTpoWCTB BBIBOJa HWH(POPMALUU CPEACTB BBIYMCIUTEIHHONH TEXHHKH,
UH(POPMALIMOHHO-BBIYNCIUTENBHBIX KOMIUIEKCOB, TEXHUYECKHX CPEJCTB 00pabOTKU rpaduueckoi,
BUJICO- U OYKBEHHO-IIM(POBOM MH(OpMAIMHU, BXOIANUX B COCTaB MH(POPMAIIMOHHON CHCTEMBI, B
MOMEIIEHUAX, B KOTOPbIX OHU YCTaHOBJIEHBI, OCYIIECTBISETCS TaKUM 0Opa3oM, 4TOObl ObLia
UCKJIIOYEHAa BO3MOKHOCTh NMPOCMOTPa MOCTOPOHHUMH JIMIIAMU TEKCTOBOW M Ipaduyeckoil BUIOBON
uHpOpMaLKH, co/ieprKalllell epCOHaNIbHBIE JaHHBIE.

Ipunosxcenue

k [lonoowcenuro

0 Memooax u cnocooax 3auwumsl
uHghopmayuu 8 UHGOPMAYUOHHBIX

cucmemax nepCcoHalbHblx OQHHbIX

METO/JbI U CITIOCOBbI 3AHIUTHBI THOOPMALIUA OT
HECAHKIIMOHUPOBAHHOI'O 1OCTYIIA B
3ABUCUMOCTH OT KJACCA UH®OPMALIMOHHOM



CUCTEMBbI

1. Meronpl u cnocoObl 3amuUThl MHGOPMAMM OT HECAaHKUMOHMPOBAHHOIO JOCTyIa JUIs
obecrieueHnss 0€30MAaCHOCTU TEPCOHATBHBIX TaHHBIX B MH(DOPMAIMOHHBIX cHUcTeMax 4 Kjacca |
1eJ1eCO00Pa3HOCTh UX MPHUMEHCHHUS ONPEICIISIOTCS OMEePaToOpoOM (YIOJTHOMOYCHHBIM JTHIIOM).

2. Metonpl ® cmocoObl  3amuThl  WH(OpPMAIMM OT HECAHKIMOHMPOBAHHOTO JIOCTYIIA,
obecrieunBarome (QYHKIUMA YIOPABICHHS JOCTYIIOM, pETHCTpalli H y4era, OOecredeHUs
IIEJIOCTHOCTH M 0€30MacHOTO MEKCETEBOTO B3aWMOJICHCTBUS I MH(DOPMAIMOHHBIX CHCTEM 3
Kjacca.

2.1. JIns wHGOPMAIMOHHBIX CHUCTeM 3 Kjacca IMPHU OTHOMOJB30BATEIILCKOM PEXUME 00pabOTKH
MEPCOHAIBHBIX JIaHHBIX TPHUMEHSIOTCS CIEAYIOIME OCHOBHBIE METOABl U CIIOCOOBI 3alllUTHI
uHpopmanuu:

a) YIpaBJICHUE JOCTYIIOM:

UICHTU(PHUKAIHS ¥ TPOBEpPKa MOIJTMHHOCTH IOJIb30BATENS IPU BXOJIE B CHCTEMY MH(OPMAIIMOHHOK
CUCTEMBl II0 MApOJK  YCIOBHO-IIOCTOSHHOIO  JEHCTBUSA  [UIMHOM HE MEHEe IIECTH
OYKBEHHO-IIU(POBBIX CHUMBOJIOB;

0) perucrpanus 1 y4uer:

perucrpaiyst Bxoa (BbIX0/1a) IMOJB30BaTENsA B CHCTEMY (M3 CHCTEMBI) JIMOO PETUCTpAIHs 3arpy3Ku
Y MHUIMAIA3a|H OIEPAl[HOHHOM CUCTEMBI M €€ MPOrPaMMHOI0 OCTaHOBa. Perucrpanus BeIXo1a U3
CHCTEMBI MJIM OCTaHOBA HE ITPOBOJUTCSA B MOMEHTHI allllapaTypHOro OTKIIOYEHHUsS. HH()OPMAIIMOHHON
cucTeMbl. B mapamerpax perucTpaliiy yKa3bIBarOTCs JaTa ¥ BpeMs BXxoja (BIX0/1a) [TOJb30BaTENs B
cucteMy (M3 CHCTEMbI) WJIH 3arpy3ku (OCTaHOBA) CHCTEMBI,

y4eT BCeX 3alllMIIaeMbIX HocuTelell MHpOpMalMU C MOMOIIbI0 MX MAapKUPOBKM U 3aHECCHHE
YYETHBIX JIAHHBIX B XKypHaJ y4eTa,

B) oOecIieueHue EeTO0CTHOCTH

o0ecreyeHne IeJOCTHOCTH IMPOrPaMMHBIX CpPEACTB CHCTEMbl 3aIIUThl NEPCOHAIBHBIX JaHHBIX,
oOpabarpiBaeMoii HWH(OpMAIMK, a TaKKe HEU3MEHHOCTh MPOrpaMMHON cpeabl. I[lpu sToM
LIEJIOCTHOCTh MPOrPaMMHBIX CPEICTB HPOBEPSAETCS MPHU 3arpy3Ke CUCTEMBbI 10 HAIWYMIO MMEH
(I/IHGHTI/I(i)I/IKaTOpOB) KOMIIOHCHTOB CHCTEMbI 3alluMTbl ICPCOHAIBHBIX JaHHBIX, MNEJIOCTHOCTH
IpOrpaMMHOM cpelpl oOecreyrBaeTcsi OTCYTCTBHEM B HWH(POPMALMOHHOM CHUCTEME CpeiCTB
pa3paboTKU U OTJIAJIKH IPOrPaMM;

¢usmueckass oxpaHa HMH)OPMALMOHHONW cUCTeMBbl (TEXHHUYECKMX CPEICTB M  HOCUTEJeH
uHpopMaIKm), IpeaycMaTpUBarOIas KOHTPOJIb JOCTYIA B TIOMEIICHUsT HH)OPMAIIMOHHON CHCTEMBI
IIOCTOPOHHUX JIULI, HAIMYUE HAJCKHBIX MIPEIATCTBUN U1 HECAHKIIUOHUPOBAHHOI'O IIPOHUKHOBEHMS
B MTOMeIeHUs! THPOPMAITMOHHON CUCTEMBI U XpaHWIHILE HOCUTENel nH(opMalnu;

NEPUOANICCKOC TCCTUPOBAHUC CbYHKIII/Iﬁ CHUCTEMBI 3alIUTHI ICPCOHAIBHBIX JAaHHBIX ITPU U3SMCHCHUU
HpOl"pElMMHOfI CpCabl U Moab30BaTelnei HH(bOpMaHHOHHOﬁ CUCTCMbI C MOMOINBIO TCCT-IIPOTpaAMM,
HMMUTHUPYIOIUX ITONBITKA HECAHKIIMOHUPOBAHHOI'O JTOCTYIIA,

HaJlMYUe  CPEACTB  BOCCTAHOBJCHUS  CHUCTEMBI  3alllUTHl  TEPCOHAIBHBIX  JIAHHBIX,
npeaycMarpuBaromux BEACHUEC [IBYX KonHit IMPpOrpaMMHBIX KOMIIOHCHTOB CpCACTB 3alllUThI
UHpOpPMaLIKH, UX IEPHOANYECKOE OOHOBJICHHE M KOHTPOJIb pabOTOCIIOCOOHOCTH.

2.2. JIns uHOpMAIIMOHHBIX CHUCTEM 3 KJlacca MPU MHOTOINOJIB30BATEIBCKOM pEXHUME 00pabOTKU



MNEPCOHATIBHBIX HNAHHBIX W PAaBHBIX IIpaBax HAOOCTylla K HHUM IMOJIb30BaTeNe MMPUMCHSAIOTCA
CICAYIOIIUE OCHOBHBIEC METOJAbI U CIIOCOOBI 3alINThI I/IH(bOpMaI_[I/II/I:

a) yIpaBJIeHUE JOCTYIIOM:

UIACHTUQUKAIMSA M TPOBEpPKa TOJIMHHOCTH IIOJNB30BaTeNsi MpPHU BXOJIE B CHUCTEMY II0
uneHtudukaropy (Koay) M Mapoiio YCIOBHO-IIOCTOSHHOTO ICHCTBHSI JTMHOM HE MEHEe HIECTH
OYKBEHHO-IIU(POBBIX CUMBOJIOB;

0) perucrpaius 1 y4uer:

peructpaiys Bxoja (BbIX0/1a) IOJIB30BATENsl B CUCTEMY (M3 CHCTEMBI) JIMOO perucTpalus 3arpy3ku
Y MHUIMAIN3AIH OTIEPAI[MOHHON CUCTEMBI M €€ MPOrPaMMHOI0 OCTaHOBa. Peructpanus BoIxona us3
CHCTEMbI HJIM OCTaHOBA HE ITPOBOJUTCS B MOMEHTHI aIlllapaTypPHOTO OTKIFOUCHUS] HHPOPMALIMOHHON
cucTeMbl. B mapamerpax periuctpaiiu yKa3blBarOTCs Jata U BpeMs Bxoja (BbIX0/1a) MMOJIb30BATENs B
cucTeMy (M3 CHCTEMBI) HIIH 3arpy3Kd (OCTaHOBA) CHCTEMbI, Pe3yJbTaT MOMBITKKA BXo/a (ycremrHas
WM HEYCIICIITHAs);

YUYCT BCCX 3alIUIACMbIX HOCHUTECICH I/IH(bOpMaIII/II/I C IOMOUIBIO HMX MAPKHUPOBKHM U 3aHCCCHUC
YYETHBIX JaHHBIX B J)KypHaJl y4€Ta,

B) oOecrieueHue eI0CTHOCTH

o0ecrieyeHrne UEINOCTHOCTU MPOrPaMMHBIX CpPEACTB CHUCTEMBl 3alUThl MEPCOHAIbHBIX JaHHBIX,
oOpabarbiBaeMOll MH(OpMaIMKM, a TaKXke HEU3MEHHOCTb IporpaMMHON cpeabl. Ilpu 3ToM
LIEJIOCTHOCTh TPOTrPaMMHBIX CPEJCTB IPOBEPSAETCS IMPH 3arpy3Ke CUCTEMbl 10 HAJIMYUIO HMEH
(MreHTUPUKATOPOB) KOMIIOHEHTOB CHCTEMBbl 3alUThl IEPCOHAIBHBIX JAHHBIX, & IEIOCTHOCTh
IpOrpaMMHOM cpeabl oOecneunBaeTcs OTCYTCTBUEM B HH(GOPMAIMOHHOM CHCTEME CpEACTB
pa3paboTKH U OTJIaJKH MOpOrpaMM BO BpeMsi 00paOoTKH W (WJIM) XpaHEHUs 3alHIIacMOn
uH(popMaluy,

(usnueckas oxpaHa WH(OPMAIMOHHON cCHUCTEeMbl (YCTPOHCTB W HOcUTenedl uHGbOpMaInH),
npelycMaTpuBaroLasi KOHTPOJIb JOCTYIa B MOMEUICHUSI UHPOPMAIIMOHHOW CUCTEMBI TOCTOPOHHUX
JIUL, HATMYNAE HAJECKHBIX MPEMSTCTBUN JUIsl HECAHKIIMOHUPOBAHHOTO IPOHUKHOBEHHUS B IIOMEIIECHHUS
MH(OPMaLIMOHHON CUCTEMBI M XpaHUJIUIIIE HOCUTENeH nHpopmanuy;

NEepUoOANICCKOC TCCTUPOBAHUC q)YHKHI/Iﬁ CHUCTCMBbI 3alIUTHI ICPCOHAIIBHBIX TAHHBIX IPHU NU3MCHCHUU
HpOFpElMMHOfI Cpeabl U MoJb30BaTeNen I/IHq)OpMaL[I/IOHHOﬁ CUCTCMBbI C MOMOIIBIO TCCT-IIPOTrpaMM,
UMUTHUPYIOIUX IIOIBITKA HECAHKIIMOHUPOBAHHOI'O JTOCTYIIA,

HaJIMYME  CPEACTB  BOCCTAHOBJIEHMSI  CUCTEMBl  3AIIUTHl  IEPCOHAIBHBIX  JaHHBIX,
MpeyCMAaTPUBAIOLINX BEJEHUE JIBYX KOMUN MPOTPpaMMHBIX KOMIIOHEHTOB CpPEJICTB 3alUThI
UHpOpMaLINH, UX TEPHOANYECKOe OOHOBJICHNE H KOHTPOJIb pabOTOCIIOCOOHOCTH.

2.3. Ing nHDOpMAaIMOHHBIX CHCTeM 3 Kjacca IMPH MHOTOMOJIB30BATEIbCKOM pekUMe 00paboTKu
MEePCOHAIBHBIX JAHHBIX M pa3HBIX IIpaBaxX JOCTyNMa K HHM IIOJIb30BaTeICH MPUMEHSIIOTCS
CJIETYIOIINE OCHOBHBIE METO/IbI M CIIOCOOBI 3aIIUTHI HH(DOpMAIIUH:

a) yrpaBJieHHE TOCTYIIOM:

I/II[eHTI/I(i)I/IKaIII/ISI U TpOBEpKa MOMIMHHOCTH IIOJB30BATC/IA IIPH BXOAC B CHUCTEMY IO IAPOJIIO
YCJIOBHO-TIOCTOSIHHOT'O JIeNCTBUS IJIMHHON HE MEHEE IISCTH 6YKBGHHO-I_II/I(I)pOBBIX CUMBOIJIOB,

0) perucrpanus 1 y4uer:

perucrpanus Bxoaa (BBIX0/a) MOJIB30BaTEIIsA B CUCTEMY (M3 CHCTEMBI) JTHOO PErMCTpalus 3arpy3Ku



Y MHULMAJIM3AIMHU OTIEPAallMOHHON CUCTEMBI M €€ MPOrPaMMHOT0 OCTaHOBA. Perucrpanus BeIxoaa u3
CUCTEMBI WJIM OCTAaHOBA HE MPOBOJAUTCSA B MOMEHTHI alapaTypHOro OTKIOYeHHsI HH(POPMAIIMOHHOM
cucTeMbl. B mapamerpax perucTpaluu yKa3blBaroTCs Jata U BpeMs BxoJa (BbIX0/1a) MMOJIb30BATENS B
cucteMy (M3 CHCTEMbI) HIIH 3arpy3Kd (OCTAHOBA) CHCTEMbI, PE3yJbTAT MOMbBITKH BXoja (ycremHast
WM HeycneuHas), uaeHtudukatop (koi wim (aMuius) NOIb30BaTeNs, MPEIbSIBICHHBIA IPH
MONBITKE A0CTYIA,

ydeT BCeX 3allMIIAeMbIX HoOcuTeseld HMHGOpMalMK C MOMOLIbI0 UX MAapKUPOBKU U 3aHECEHHE
YYETHBIX JJAHHBIX B )KypHAaJl yueTa ¢ OTMETKOW 00 uX Bblgaue (mpueme);

B) obOecrieyeHne LICJIOCTHOCTH.

o0ecreyeHne IEeJOCTHOCTH IPOrPaMMHBIX CpPEACTB CHCTEMbl 3aIlUThl IEPCOHAIBHBIX JAHHbIX,
oOpabarbiBaeMoil HMH(OpMAIMK, a TaKkKe HEU3MEHHOCTh MPOrpaMMHON cpeabl. Ilpu 3ToM
LIEJIOCTHOCTh IIPOTrPaMMHBIX CPEICTB IPOBEPSAETCA IPU 3arpy3Ke CUCTEMBI 110 KOHTPOJbHBIM
CyMMaM KOMIIOHEHTOB CpPEJCTB 3alllUThl MH()OPMAIMH, a LEIOCTHOCTh MPOTPAMMHON CpEIIbI
o0ecreynBaeTcsi HMCIOJIb30BAaHUEM TPAHCIATOPOB C SI3bIKOB BBICOKOTO YPOBHSI U OTCYTCTBHEM
cpenctB MoauduKanuu OOBEKTHOTO KOJAA MPOrpaMM B mpoiiecce oOpaboTKM U (MIH) XpaHCHUS
3aluIaeMoi nudopmaluu;

¢usnueckass oxpaHa HHOOPMALMOHHOW cHcTeMbl (YCTPOMCTB W HOCUTENeW WH(OpMAIHN),
npeaycMaTpuBarolIlas KOHTPOJIb JOCTYyNa B MOMEUIEHUs MHPOPMALMOHHON CUCTEMblI IOCTOPOHHUX
JIML, HAJIMYKAE HAJIEKHBIX NPEIATCTBUM U1 HECAHKIIMOHMPOBAHHOI'O IIPOHUKHOBEHMS B IIOMELICHUS
MH(POPMALIMOHHOM CUCTEMBbI U XpaHUJIUILE HOCUTENEeH HHPOPMALIUY,

NEePUOANYECKOE TECTUPOBAHUE (PYHKIIMI CHCTEMBI 3aIIUTHI IEPCOHANBHBIX TaHHBIX MPH U3MEHEHUH
MIPOTrpaMMHOM Cpejibl U TOJb30BaTeNied WH()OPMAITMOHHOM CHUCTEMBI ¢ TIOMOIIBIO TECT-IPOTPaAMM,
MMUTUPYIOLIUX NONBITKA HECAHKITMOHUPOBAHHOIO JI0CTYIIA;

HaJIM4Yne CpCaAcCTB BOCCTAHOBJICHUS CHUCTEMBI 3allIUThI NEPCOHAIIBHBIX JAaHHBIX,
MpeIyCMAaTPUBAIONINX BEACHHE JIBYX KONUN MPOrPAMMHBIX KOMIIOHEHT CPEICTB 3alllUThI
uH(popMaIuu, uX MepUoOANIECKOe OOHOBJICHUE  KOHTPOJIh pa0OTOCTIOCOOHOCTH.

2.4. be3zomacHOe MEXKCETEBOE B3aWMOJICHCTBHE Ui MHPOPMAMOHHBIX CHCTEM 3 Kjacca NpU UX
MOJKIIOUEHUH K CEeTAM MEXIYHApOJHOTO HWH(MOPMAIMOHHOTO OOMeHa, a Takke Juid
pacIpeaCICHHBIX I/IH(l)OpMaHI/IOHHBIX CUCTEM 3 KJlacCa IpU HUX pa3acjiCHUM Ha MNOACUCTEMBI
JIOCTHTAETCsl MyTeM MPUMEHEHHs CPEICTB MEXCETEBOr0 SKPaHUpPOBaHHUS (MEKCETEBBIX 3KPAHOB),
KOTOpBbIE€ 00€CTIEUNBAIOT:

(GUIBTPALIMI0 HA CETEBOM YpPOBHE Ul KaXJOTO CETEeBOr0 MaKeTa He3aBUCHMO (pemieHue o
bubTpaui IPUHUMAETCS HA OCHOBE CETEBBIX aJPeCcOB OTIPABUTEINS U MOTydaTess Wik Ha OCHOBE
JPYTHX SKBUBAJICHTHBIX aTPUOYTOB);

UACHTU(DHUKAINIO U ayTeHTU(DUKAIMIO aIMUHUCTPATOPa MEKCETEBOTO dKpaHa MPHU €ro JOKAIbHBIX
3arpocax Ha JOCTYII 10 uaeHTH(GHUKATOpy (KOIY) U MapoJI0 YCIOBHO-TIOCTOSHHOTO ACHCTBUS,

peructpanuio Bxona (BbIX0JA) aJMHHUCTPATOpPa MEXKCETEBOTO JKpaHa B CHCTeMY (M3 CHCTEMBI)
1100 3arpy3KH U MHUIMATIM3AIUN CUCTEMBI U €€ IPOrPaMMHOr0 OCTaHOBa (perucTpanus BbIX0/a U3
CHCTEMBI HE MPOBOJUTCS B MOMEHTHI allllapaTypHOT0 OTKITIOYEHUSI MEKCETEBOTO IKpaHa);

KOHTPOJIb HCJIOCTHOCTU cBOeH HpOI‘p&MMHOfI )51 I/IH(I)OpMaHI/IOHHOﬁ 4acTH,

(UIBTPAIMIO TAaKETOB CIY)KEOHBIX MPOTOKOJOB, CIYKAaIIMX Uil JHAarHOCTHKUA M YIPaBICHUS
paboTOii CeTEeBBIX YCTPOMCTB;



BOCCTAHOBJICHHE CBOMCTB MEXKCETEBOI'0 9KpaHa 1ocCJc c00€B 1 OTKA30B OGOpy,Z[OBaHI/ISI;

perilaMeHTHOE TECTHPOBAaHME peaTH3allMd MpaBUI (QUIBTPALUH, TpoLecca HUIACHTU(UKALUN H
ayTeHTU(UKAUU aTIMUHUCTpATOpa MEXKCETEBOTO JKpaHa, IMpollecca PETrUCTpaluu JeHCTBHIA
aJMMHMCTpATOpa MEXCETEBOIO SKpaHa, Ipollecca KOHTPOJIA 3a LEIOCTHOCTBIO MPOTrPAMMHON H
MH(OPMALIMOHHON YaCTH, MPOIe1ypbl BOCCTAHOBIICHUS.

MesxceTeBble JKpaHbl, KOTOpble OOECIEYMBAIOT BBHINOJHEHHE YKAa3aHHBIX BbIME (DYHKIHIA,
IPUMEHSIOTCS B paclpe/ielIeHHbIX HH(POPMALMOHHBIX cucTeMax 2 U 1 KJIaccoB MpH UX pa3JelieHUH
Ha OTJEJIbHBIEC YaCTH.

[Tpu pasneneHnn MHGOPMAITMOHHOW CHUCTEMBI MIPU TTOMOIIM MEKCETEBBIX 3KPAaHOB Ha OTACIbHBIC
YacTU CHUCTEMBI JUISl YKa3aHHBIX 4YacTell CHCTEMbl MOXKET YCTaHABJIMBAThCsA OoJyiee HU3KHI Kiacc,
4yeM /11 HTH(OPMAITMOHHON CHCTEMBI B IIETIOM.

3. Meroapl u cmocoObl 3amuUThl HMHQOPMALMK OT HECAHKIIMOHUPOBAHHOTO  JIOCTYIA,
obOecrieunBarome (QYHKIUMA YIPABICHHS JOCTYIIOM, PETHCTpPAllM H ydYera, OOeCredeHHs
IIEJIOCTHOCTH M 0€30MacHOTO MEKCETEBOr0 B3aWMOICHCTBUA I WH(OOPMAIMOHHBIX CHCTEM 2
Kjacca.

3.1. JInst mHPOPMALMOHHBIX CHUCTeM 2 Kiacca IMPH OJHOIMOJIB30BATEIHCKOM pEXUME 00pabOTKH
NEePCOHAJBHBIX  NPUMEHSIOTCS BCE METOABI W CIOCOOBI  3amuThl  MHGOPMALUH  OT
HCCAHKIMMOHUPOBAHHOI'O AOCTYII4, COOTBCTCTBYIOIIUC I/IH(i)OpMaIII/IOHHI)IM cucrteMaM 3 Kiacca npu
OJTHOIIOJIB30BaTEIbCKOM PEXXHUME 00padOTKH.

3.2. lns nH(GOPMAITMOHHBIX CHUCTEM 2 KJlacca MPH MHOTOIIOJIb30BATEILCKOM PEXUME 00paboTKH
NepCOHAJIBHBIX JaHHBIX M PaBHBIX MpaBax JOCTyNa K HHUM IOJb30BaTeleld MPUMEHSIOTCS BCE
METOABI CIIOCOOBI 3alIUThI I/IH(bOpMaIII/II/I OT HCCAHKITUOHUPOBAHHOI'O AOCTYIIA, COOTBETCTBYIOIIINEC
MHPOPMALIMOHHBIM CHUCTEMaM 3 Kjacca MpPH MHOIOMOJIBb30BAaTEIbCKOM peXHUMe 00paboTKH
NEPCOHATIBHBIX TAHHBIX W PABHBIX IIpaBax JOCTYyIla K HUM MMOIb30BaTeIIeH.

3.3. s mHQOPMAITMOHHBIX CHCTEM 2 KJlacca MPH MHOTOIOJIE30BATEILCKOM PEXHME 00padOTKH
NEePCOHANBHBIX JAHHBIX M Pa3HBIX MpaBax JOCTyNa K HUM I10JIb30BaTeNeil pearnu3yroTcs Bce METOAbI
A CIIOCOOBI 3alIUThI I/IH(i)OpMaHI/II/I OT HCCAHKOWMOHUPOBAHHOTO [JOCTYyIIda, COOTBCTCTBYIOLIUC
UH(POPMALIMOHHBIM CHUCTEMaM 3 Kjacca IpPU MHOTIOINOJIb30BAaTEIbCKOM pEXHUME 00pabOTKU
NEPCOHATIBHBIX TAHHBIX W PA3HBIX IIpaBax JOCTyIla K HUM MMOIb30BaTeIIeH.

3.4. be3onacHoe MexceTeBOe B3aMMOJAEHCTBHE Ul MH(GOPMAIIMOHHBIX CHUCTEM 2 Kijlacca MpH UX
MOJKIIIOUEHUU K CEeTSIM MEXIYHapOJAHOrO0 HMH(POPMAIMOHHOTO OOMEHa JIOCTHraeTcsi MyTeM
IPUMEHEHHS CPEJICTB MEXCETEBOI'0 AKPaHUPOBAHMsI, KOTOPbIE 00ECIIEUNBAIOT:

(GUIBTPAlIMI0 HA CETEBOM YPOBHE HE3aBUCHMO JUIS KaKIOTO CETEeBOro makera (pemeHue o
buIbTpaui IPUHUMAETCS HA OCHOBE CETEBBIX aJpeCcOB OTIPABUTEINS U MOTydaTess Wik Ha OCHOBE
JPYTHX SKBUBAJICHTHBIX aTPUOYTOB);

GuUIbTPAIMIO TMAKETOB CIIY)KEOHBIX IMPOTOKOJIOB, CIY)KALUX JJIs JAMArHOCTUKH M YIpPaBIIEHUS
paboTOil CeTeBBIX YCTPOMCTB;

GUIBTPAIIUIO ¢ Y4ETOM BXOJHOTO M BBIXOJHOTO CETEBOr0o MHTepdeiica Kak cpeicTBa MPOBEPKU
MOVTMHHOCTHU CETEBBIX aJIPECOB,;

(I)I/IJ]LTpaI_II/IIO C yU€TOM JIFOOBIX 3HAYMMBIX IOJIEH CETEBBIX IIaKETOB,

PETHCTPAIMI0O U y4YeT (WIBTPYEMBIX MAaKeTOB (B MapaMeTpbl PErMCTPALMU BKIIOYAIOTCS alpec,
BpeMs ¥ pe3yabTaT QUIBTPALH);



UJICHTU(PHUKAIMIO U ayTEHTU(PHUKAIMIO aMUHUCTPATOpa MEKCETEBOTO dKpaHa MPHU €ro JIOKAIbHBIX
3ampocax Ha JOCTYII 0 aeHTUGHUKATOPpY (KOY) U MapoIIto YCIOBHO-TOCTOSHHOTO ICHCTBUS;

peructpaiuio Bxoaa (BbIX0la) aJMHHHUCTPATOPa MEXKCETEBOTO 3KpaHa B CHUCTEMY (M3 CHCTEMBI)
100 3arpy3Ky ¥ HHUIMATU3AIMHA CUCTEMbI U €€ TIPOrPAMMHOT0 OCTaHOBA (PETUCTpAIlKsl BHIXOA U3
CHCTEMbI HE MPOBOUTCS B MOMEHTBI AlllIapaTypHOTo OTKIIIOUYEHHS MEKCETEBOI0 KpaHa);

PEruCTpaLIO 3aIyCKa IPOrpaMM U IporeccoB (3alaHuii, 3a1a4);
KOHTPOJIb LIEJIOCTHOCTH CBOEH MPOTrpaMMHOM U MH(POPMAITMOHHON YacTH;
BOCCTaHOBJIEHHE CBOMCTB MEXCETEBOI'0 FKpaHa Iocie cO0eB U 0TKa30B 000py10BAHNUS;

perjJaMeHTHOE TECTUPOBAHUE peaju3alliu MpaBUi (HIBTPAIMH, MPoliecca perucTpaluy, npoiecca
UACHTUQUKAIIMA ¥ ayTeHTU(UKAUMU aJAMHUHUCTPATOpPa MEXKCETEBOTO JKpaHa, Ipolecca
perucTpaluu JAeUCTBUNA aJIMUHUCTPATOpa MEXKCETeBOIO JKpaHa, TMpollecca KOHTPONA 3a
L[EJIOCTHOCTBIO TPOrPaMMHON U HH(OPMALIMOHHON YacTH, IPOLEAYPbl BOCCTAHOBJIEHHUS.

4. Mertoapl u cmocoObl 3amUThl  HMHQOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA,
obOecrieunBarome (QYHKIUMA YIPABICHUS JOCTYIIOM, pETHCTpPAllM H yd4era, OOeCredeHHs
IIEJIOCTHOCTH M 0€30MacHOTO MEKCETEBOr0 B3aWMOACHCTBUA I WH(MDOPMAIMOHHBIX CHCTEM 1
Kjacca.

4.1. JInst mHPOPMALMOHHBIX cucTeM 1 Kiacca mpH OJHONOJIB30BATEIBCKOM PEKUME 00pabOTKH
HNEPCOHANBHBIX JAHHBIX NPUMEHSIOTCA CJIEIYIOIUE OCHOBHBIE METOABI M CIIOCOOBI 3aIUTHI
uH(popMaLuu:

a) YIpaBJICHUE JOCTYIIOM:

UJCHTUQUKAIMS U MPOBEpKa MOJIMHHOCTH MOJb30BATENsl NPU BXOJAE B CHUCTEMY IO IapOJIO
YCIIOBHO-TIOCTOSIHHOTO JIEUCTBUS JJINHON HE MEHee 1eCTH OyKBEHHO-IIM(PPOBBIX CUMBOJIOB,;

0) perucTpanus u yuer:

peructpaiyst Bxoaa (BbIX0/1a) MOJIB30BATENsl B CUCTEMY (M3 CHCTEMbI) JIMOO pEerucTpalus 3arpy3Ku
Y MHUIMATN3AIH OTIEPAI[HOHHON CUCTEMBI M €€ MMPOrPaMMHOI0 OCTaHOBa. Peructpanus BeIxona u3
CHCTEMBbI WJIM OCTAHOBA HE MPOBOJUTCS B MOMEHTHI allllapaTypHOTO OTKIIIOYEHHsI HHPOPMALIMOHHOM
cucTeMbl. B mapamerpax peructpaiiiy yKa3blBarOTCs Aata U BpeMs Bxoja (BbIX0J1a) MOJIb30BATENs B
cucTeMy (M3 CHCTEMBI) HITH 3arpy3Kd (OCTaHOBA) CHCTEMbI, Pe3yJabTaT MOMBITKKA BXo/a (ycremHas
WM HEYCIICIITHAS);

perucTpaius BbIJaud MeYaTHbIX (rpaMuecKrx) JIOKYMEHTOB Ha OyMakKHBI HOCHTENb. B
napaMeTpax PerucTpaliy YKa3bIBalOTCS JaTa U BpeMs Bbiaaun (0OpalieHus K MOJACUCTEME BBIBOIA),
KpaTKoe coJepKaHhe NOKyMEHTa (HauMeHOBaHHe, BUJ, KOX), crielu(UKaIMs yCTPOHCTBA BBIAAYH
(mormueckoe uMs (HOMeEp) BHELIHETO YCTPOICTBA);

YUYE€T BCCX 3alIUIIACMbIX HOCHUTEICH I/IHCbOpMaI_[I/II/I C IIOMOIIBIO HMX MAPKHUPOBKH M 3aHCCCHUC
YYETHBIX JaHHBIX B )KypHaJl YUY€Ta,

TyOIUPYIOMIMKA YUET 3alTUIaeMbIX HOCUTENIeH nHpopMaIuu;

ounctka (oOHynmeHHMe, 00e3THYMBaHUE) OCBOOOKIaeMBIX 00acTeil  ONMEpaTHBHOW MaMSTH
WH(OPMAIIMOHHON CHUCTEMBI M BHEIITHUX HOCUTENEH HHpOopMAaInH,

B) oOecrieueHue eJI0CTHOCTH



obOecrieueHrne IENOCTHOCTH MPOTPAMMHBIX CPEACTB CHUCTEMBI 3allUThl MEPCOHAIBHBIX TaHHBIX,
oOpabareiBaeMoli HH(OpPMalMK, a TakKe HEU3MEHHOCTb MporpammHoi cpeabl. [lpu s3ToM
LEJOCTHOCTh MPOrPAMMHBIX CPEICTB MPOBEPSETCS NPHU 3arpy3ke CUCTEMbI M0 HAJIWYUIO UMEH
(naeHTH()UKATOPOB) KOMITIOHEHTOB CPEICTB 3allUThl MHPOPMAIMH, a IEIOCTHOCTh MPOrpaMMHON
CpeIbl 00ECTIeUnBaeTCS OTCYTCTBUEM B MH(POPMAIMOHHON CUCTEME CPEJICTB Pa3pabOTKU U OTJIAIKU
porpamw;

busrueckas oxpaHa TEXHHYECKUX CPEICTB MH(MOPMALMOHHBIX CHUCTeM (YCTPOWCTB M HOCHTEICH
uH(pOpMaIIKK), TIPeTyCMaTPUBAIOLIAs TIOCTOSHHOE HAJTMYUE OXPaHbl TEPPUTOPUH U 3/IaHHS;

NEePUOANYECKOE TECTUPOBAHHE (PYHKIIMI CUCTEMBI 3aIIUThHI IEPCOHANBHBIX JaHHBIX MPU U3MEHEHUU
MPOrPaMMHOM Cpellbl U TMOJIb30BaTeNel HH(POPMAIIMOHHONW CHCTEMBI ¢ TIOMOIIBIO TECT-MPOTPaMM,
MMUTHPYIOUIUX MONBITKA HECAHKIIMOHUPOBAHHOI'O JJOCTYIA;

HaJINn4uc CpCacCTB BOCCTAaHOBJICHUA CHCTCMBbI 3alIUThI ICPCOHAJIbHBIX JaHHBIX,
npeaycMmarpuBaronux BEACHUC [IBYX KOITHI IMpOorpaMMHBIX KOMIIOHCHTOB CpCACTB 3allUThI
I/IH(l)OpMaI_II/II/I, X IICPUOANICCKOC OOHOBJIEHHE U KOHTPOJIb pa6OTOCHOCO6HOCTI/I.

4.2. Jlns wHGOPMAITMOHHBIX CHCTeM 1 Kilacca MpH MHOTOIIOJIB30BATEILCKOM PEXHME 00pabOTKH
NEpCOHANbHBIX JIAaHHBIX W PpaBHBIX I[IpaBax JOCTyla K HHUM II0Jb30BaTesIel NPUMEHSAIOTCA
CJICAYIOIINE OCHOBHBIE METOJIBI U CIIOCOOBI 3aIUTHI HH(POPMALIUH:

a) yrpaBJIeHUE TOCTYIIOM:

WICHTU(QUKAIMS ¢ TPOBEpPKa TOJIMHHOCTH IOJIb30BaTeNlsi MpPH BXOJIE B CHUCTEMY II0
uaeHTUGHUKATOPY (KOAY) M TApOJIO YCIOBHO-TIOCTOSIHHOTO JCHCTBUS JJIMHON HE MEHEe MIeCTH
OyKBEHHO-IIU(POBBIX CUMBOJIOB,;

UACHTUQUKAIMS TEXHUYECKUX CPEICTB MH(MOPMAIMOHHBIX CHCTEM M KaHAJOB CBS3M, BHEIIHUX
YCTPOMCTB HH(POPMAITMOHHBIX CHCTEM 110 MX JIOTHYECKUM ajpecam (HoMepam);

UACHTUPUKAIMS TPOrpaMM, TOMOB, KaTaJIoroB, (hailioB, 3anuce, noyei 3anucei o MMeHawm,
0) perucTpanus u yuer:

peructpaiys Bxoja (BbIX0Ja) MOJIb30BaTeNs B CUCTEMY (M3 CHCTEMBbI) JIMOO PEerucTpalus 3arpy3Ku
Y MHUIHAIN3aIMH OTIEPAlHOHHOM CUCTEMBI M €€ POrpaMMHOT0 OCTaHOBa. Peructpanus BeIxona u3
CHCTEMBbI WJIM OCTAHOBA HE NMPOBOJUTCS B MOMEHTHI allliapaTypHOro OTKIIFOYCHUS] HHPOPMAIIHOHHOM
cucTeMbl. B mapaMeTpax perucTpanni yKa3blBaloTCs JaTa U BpeMs BXxoja (BbIX0/1a) MOJIb30BaTeNs B
cucteMy (M3 CHCTEMbI) WU 3arpy3KH (OCTAaHOBA) CHCTEMBI, pe3yJbTAT MOMBITKH BXoja (ycremHast
WM HeycrnenrHas), uaeHtudukatop (kox wim QaMuius) NONb30BaTeNs, NPEIbSIBICHHBIA IIPH
HOMBITKE TOCTYTIA;

perucrpamnust BbIauM ev4aTtHeix (rpaduyeckux) JTOKYMEHTOB Ha OyMaXKHBIH HOCHTETh. B
napameTpax perucTpaiuy yKa3bIBalOTCs aTa U BpeMs Bbiaun (0OpalleHus K MOJICUCTEME BBIBOJIA),
crnenuduKanus yCTpoiCcTBa Bbmaun (Jormueckoe uMs (HOMEp) BHEIIHETO YCTPOMCTBA), KPaTKOE
colepkaHue JOKyMeHTa (HauMMEHOBaHWE, BUA, WHQp, KOI), HIACHTH(GHUKATOP MOJIB30BATENS,
3alIPOCHBILETO TOKYMEHT;

perucTpaiys 3amycka (3aBeplieHus) IporpaMM U MporieccoB (3alaHuid, 3a/1a4), IpeIHA3HAUYCHHBIX
JUIsl 00pabOTKH MEPCOHAIBHBIX JTaHHBIX. B mapameTpax perucTpanuu yKas3bIBalOTCS JaTa U BpeMst
3amycka, uMs (uaeHTudukaTop) mporpammsel (Tporiecca, 3aanus), UACHTH(HUKATOP TOIb30BaTel,
3alIPOCHBILIETO Mporpammy (Tporiecc, 3aaHue), pe3yabTar 3amycka (yCHeHbIi, HEYCIEeIHBIN);

perucTpariys MOMbITOK JOCTYIa MPOrPaMMHBIX CPEICTB (Iporpamm, MpoIECcCOB, 3aaad, 3aaHuii) K



3anuIaemMsIM ¢aitnam. B mapamerpax perucTpaniy yKasbIBalOTCS J1aTa M BPeMs MOMBITKH J0CTYIIa
K 3amuinaeMomy (aiity ¢ ykasaHueM ee pesyibTara (ycremrHas, HeyclelnHas), HICHTU(PHUKATOP
MOJIL30BATENsI, CIICIU(UKALINS 3aIIUIIIaeMOro (aiina;

perucTparys IMONBITOK JOCTyIa IMPOrPAMMHBIX CPEICTB K JIOTIOJHUTEIBHBIM 3alHIIaeMbIM
oObekTaM jocTtymna (TepMuHaliaM, TEXHUYECKHUM CPEICTBaM, y3JlaM CETH, JIMHHUSIM (KaHajiaMm) CBSI3H,
BHEIIIHUM YCTPOMCTBaM, MporpaMmmam, ToMam, Katajgoram, (Qaiijgam, 3ammcsM, mosMm 3amuceii). B
napaMeTpax PeriucTpaliy yKa3bIBAIOTCS JaTa U BPeMsl MOIBITKU JOCTYIA K 3alHIaeMOMy 00BEKTY
C yKka3aHueM ee pesynbrara (yCHCHIHAs, HEYCICIIHAs), HACHTU(PUKATOP IOJIb30BATEIS,
crenuduKanys 3amuiaeMoro oobekTa (Jloruyeckoe uMs (Homep));

yUeT BCEX 3allHMIAeMbIX HOCHTENeH HMH(OpMAIMHU C TOMOIIBI0 MX MAapKUPOBKU U 3aHECCHHE
YUYETHBIX JJAHHBIX B KYpHAJ y4eTa ¢ OTMETKOU 00 UX Bblmaue (mpueme);

TyOIUPYIOMINIA yUeT 3alUIlaeMbIX HOCUTENeH nHpopMaluu;

ounctka (OOHyJeHHME, 00€3TUYMBaHUE) OCBOOOXKIAEMBbIX OO0JACTeH ONEpaTUBHOW IMaMSTH
WH(POPMAIMOHHBIX CHCTEM U BHEIIHUX HOCUTENEH HH(pOpMAIIHH;

B) obecrieyeHne LICJIOCTHOCTH.

o0ecrieyeHne LEIOCTHOCTU MPOrPAaMMHBIX CpPEACTB CHUCTEMBl 3alUThl MEPCOHAIbHBIX JaHHBIX,
oOpabareiBaeMol HH(OpManMM, a TakKe HEU3MEHHOCTh MporpammHoi cpeabl. [lpu sToM
LEJIOCTHOCTh CHUCTEMBI 3aIUThI MEPCOHANBHBIX JTAHHBIX IPOBEPSETCS MPU 3arpy3Ke CUCTEMBI I10
HAJTMYUI0 WMEH (MICHTH(PHKATOPOB) €€ KOMIIOHEHT, a IEIOCTHOCTh MPOTrPAMMHOM CpEJIb
o0ecrieynBaeTcsi OTCYTCTBHEM B HWH(POPMAIMOHHON CHCTEME CPEICTB Pa3pabOTKM W OTIaIKU
porpamw,

(u3nveckas oxpaHa TEXHHUYECKHUX CPEICTB WH(POPMAIMOHHOW cHUCTeMbl (YCTPOWCTB M HOCHUTEICH
uH(pOpMAIIHH), TIPeTyCMaTPUBAIOIIAs TIOCTOSHHOE HATMYUE OXPaHbl TEPPUTOPUH U 3/IaHHS;

NEPUOANYECKOE TECTUPOBAHHE (PYHKIIMI CUCTEMBI 3aIIUTHI TIEPCOHANBHBIX JaHHBIX MPU U3MEHEHUU
MPOTrpaMMHOM Cpejibl U TOJb30BaTeNie HH(OOPMAITMOHHOM CHUCTEMBI ¢ TIOMOIIBIO TECT-IPOTPaMM,
MMUTUPYIOLIUX TONBITKA HECAHKIIMOHUPOBAHHOI'O JOCTYIIA;

HaJIM4YUE  CPEACTB  BOCCTAHOBJIEHMS ~ CHUCTEMBl  3AIUTHl  IEPCOHAIBHBIX  JAaHHBIX,
IpeyCMAaTPUBAIOLINX BEIEHUE JIBYX KONUN MPOTPaMMHBIX KOMIIOHEHTOB CpPEJICTB 3alUThI
UH(pOpMaLNH, UX TEPHOANYECKOe OOHOBJIEHNE  KOHTPOJIb pab0TOCIIOCOOHOCTH.

4.3. lns wHGOPMAITMOHHBIX cHCTeM 1 Kilacca MpH MHOTOIIOJIB30BATEILCKOM PEXHME 00pabOTKH
NEpCOHANBHBIX JAaHHBIX M Pa3HbIX MpaBax JOCTyHa K HUM TIOJb30BaTeNeil MPUMEHSIOTCS
CJIETYIOIIE OCHOBHBIE METOIBI M CTIOCOOBI 3aIIUTHI HHGOPMAITHH:

a) yrpaBJIeHHE TOCTYIIOM:

UJACHTUQUKAIMS M TPOBEpKa TOJIMHHOCTH TIOJb30BaTeNsd TMPH BXOAE B CHUCTEMY IO
uneHtudukaropy (KoJay) M Mapoiio YCIOBHO-IIOCTOSHHOTO JCHCTBHS UTMHOW HE MEHEee NIeCTH
OYKBEHHO-IIU(PPOBBIX CUMBOJIOB;

uAcHTU(UKAIINS TEPMHUHAJIOB, TEXHHYECKHUX CPEJCTB, Y3JIOB CETH, KAHAJIOB CBS3U, BHEIIHUX
YCTPOMCTB IO JOTHYECKUM UMEHAM;

I/IIleHTI/I(I)I/IKaI_[I/I}I nporpamm, TOMOB, KaTaJIOTOB, q)aﬁHOB, 3aIucei, moyiei 3anuceil o UMeHaM,;

KOHTPOJIb JOCTYIIA II0JI30BATENEH K 3alUIIAEMbIM pecypcaM B COOTBETCTBUU C MAaTPUILICH TOCTYIIA;



0) peructpanus u y4er:

peructpanus Bxoaa (BbIXOjAa) IMOJb30BaTeaci B cUCTeMy (M3 CHUCTEMbI), JIMOO pErUCTparlvs
3arpy3Kkd ¥ WHHUIHATH3AIUWN OTIEPAMOHHON CHCTEMBI U €€ MPOrPaMMHOIO OCTaHOBa. Perucrpariust
BBIXOJIa M3 CHUCTEMbl WJIM OCTaHOBA HE MPOBOJUTCS B MOMEHTHI alllapaTypHOTO OTKIIOYCHUS
UH(GOPMAIIMOHHON CHUCTEMbI. B mapaMeTpax perucTpaid yKas3bIBalOTCS Jara W BpeMs BXOza
(BbIXOM@) MOJIL30BATEIS B CUCTeMy (M3 CHCTEMbI) WJIM 3arpy3Kd (OCTAHOBA) CHUCTEMBI, PE3yJIbTaT
HOMBITKU BXoa (yCrelHas Wik HeyCHeniHas), uaeHtudukarop (Ko i GpaMuius) mojib30BaTes,
NPEIbSIBICHHBIA TPU TOMBITKE JOCTYIA, KOJ WM apoJib, NPEAbSIBICHHBIA HpPU HEYCICIIHOM
TOIBITKE;

perucrpanus BbIayM Ie4aTHbIx (rpaduyeckux) JTOKYMEHTOB Ha OyMaKHbIH HOCHTEIh. B
napaMeTpax perucTpaliy YKa3bIBalOTCS JaTa U BpeMs Bbiaaun (0OpalieHus K MOACHCTEME BBIBOIA),
cnenuduKanus ycTpoicTBa BbIaun (Jormueckoe nMms (HOMEp) BHEIIHETO YCTPOMCTBA), KPaTKOE
cofiep’kaHue JOKyMeHTa (HauMeHOBaHWe, Bui, HH(DpP, KOI), HUACHTH(GUKATOP IMOJH30BATEI,
3aMpPOCHUBIIIETO JOKYMEHT;

perucTpaIys 3amycka (3aBepiieHus) MporpaMM U IporeccoB (3agaHuid, 3a1a4), IpeAHa3HAYCHHBIX
U1 00pabOTKK MEPCOHANBHBIX JaHHBIX. B mapamerpax perucTpanud yKas3bIBalOTCS JaTa U BPEMs
3arycka, ums (MaeHTH(UKATOp) MporpamMmbl (Iporecca, 3aaanus), HACHTU(HUKATOP MMOJIb30BATEI,
3alpOCHUBIIIEro porpammy (mporiecc, 3aanue), pe3ybTaT 3amycka (yCrelHblid, HeYCIeIHbIH);

PETUCTpAIHS MOIMBITOK JOCTYIa MPOrpaMMHBIX CpeACTB (IporpaMm, MpoIECCOB, 3a/1ad, 3aJaHui) K
3amuinaemMbeiM (aiiiam. B mapaMeTpax perucTpaiiy yKa3blBaroTCs aTta U BpeMsl MOMBITKH JOCTYyIIa
K 3amumaemMomy ¢aity ¢ ykazaHueM ee pesyibrara (ycreiiHas, HEyCIHelHas), UICHTH(PHKATOP
I0JTb30BaTEJIsl, CICU(UKAIUS 3alUIIaeMoro (aiina;

perucTpanys TOMBITOK JOCTYIa IPOTPAMMHBIX CPEACTB K JIOTOJHHUTENBHBIM 3aIlIUIIaeMbIM
oObekTaMm Jioctymna (TepMUHalIaM, TEXHUYECKHUM CPEIICTBaM, y3JlaM CETH, JIMHHUSIM (KaHajlaM) CBSI3H,
BHEIIHUM YCTPOWCTBaM, MporpamMmam, TOMam, Kataioram, ¢aiiinam, 3amucsmM, moisM 3amuceii). B
napamMeTpax perucTpainv yKa3bIBaAlOTCA AaTa U BPEMs IOIIBITKU JOCTYIIA K 3allUI[aCMOMY 06’BeKTy
C yKka3aHueM ee pesynprara (ycHemiHas, HEYCIelIHas), HWACHTU(PUKATOP TOJIb30BaTENs,
crienuQpuKanus 3amiIEaeMoro oobekTa (Jioruueckoe uMs (Homep));

ydeT BCeX 3alllMIIAaeMbIX HocuTellel HMHGPOpMAalMM C TOMOLIbI0 HUX MApKUPOBKU M 3aHECEHUE
YYETHBIX JJAHHBIX B )KYpHAJI yueTa ¢ OTMETKOW 00 uX Bbigaue (mpueme);

ounctka (oOHynmeHHe, 00e3TuYnBaHUE) OCBOOOKIaeMBbIX 00acTeil ONMEpaTUBHOW MaMSTH
WH(OPMAIIMOHHON CHCTEMbI i BHEIITHUX HAKOMUTEIEH;

B) oOecrieueHue eJT0CTHOCTH

o0OecrieyeHre UEIOCTHOCTH MPOrPaMMHBIX CPEACTB CHUCTEMBl 3alllUThl MEPCOHANbHBIX TaHHBIX,
oOpabarbiBaeMoil HMH(OpMaIMK, a TakkKe HEU3MEHHOCTh IporpaMMHON cpeabl. Ilpu 3ToM
LEJIOCTHOCTh CHUCTEMBI 3alUThI MEPCOHANBHBIX JTAHHBIX MPOBEPSETCS MPHU 3arpy3Ke CUCTEMBI I10
KOHTPOJIbHBIM CyMMaM KOMIIOHEHTOB CHCTEMbI 3alllUThl, a LEJIOCTHOCTb IPOrPaMMHOM Cpesl
o0OecrieunBaeTcs HCIOJIb30BAHUEM TPAHCISTOPOB C SI3BIKOB BBICOKOTO YpPOBHS U OTCYTCTBHEM
cpenctB MoauduKanuu OOBEKTHOTO KOJAa MPOrpaMM B mporecce oOpaboTKM U (WIH) XpaHEHUS
NEPCOHAIbHBIX JJaHHBIX;

¢du3nveckas oxpaHa TEXHUYECKHUX CPEICTB WH(POPMAIMOHHON CHUCTeMbI (YCTPOMCTB U HOCHTENEH
uH(opMaIMm), IpeaycMaTpUBAOIIas KOHTPOJIb JOCTYIA B IIOMEIICHUS ITOCTOPOHHUX JIUII, HATHYHE
HAJCKHBIX MPETSITCTBUN /IS HECAHKIIMOHUPOBAHHOTO MPOHUKHOBEHUSI B TIOMEIICHUS U XPAHUJIHUIIE



HOCHTeNeH nH(OopMaIHH;

MEPUOANYECKOE TECTHPOBAHKUE (PYHKIIMIA CHCTEMBI 3aIIUTHI TIEPCOHALHBIX JAaHHBIX MPU U3MEHEHUN
MPOrpaMMHOM Cpellbl U TMOJb30oBaTeNell HH(POPMALIMOHHONW CHCTEMBI C MOMOILBIO TECT-MPOTrpamm,
MMUTHUPYIOIIUX MOMBITKA HECAHKIIMOHUPOBAHHOTO JJOCTYIIA;

HaJIM4YUE  CPEACTB  BOCCTAHOBJCHMSI ~ CHUCTEMbl  3aIIMTHl  [EPCOHAJBHBIX  JAHHBIX,
MpEeAyCMaTPUBAIOIINX BEJICHUE [IBYX KOMUN MPOrpaMMHBIX KOMIIOHEHTOB CPEJICTB 3alUThI
uH(pOpMaliK, UX TEPUOANYECKOE OOHOBIIEHHE U KOHTPOJIb pabOTOCIIOCOOHOCTH.

4.4. Be3omacHOEe MEKCETEeBOE B3aMMOJEicTBUE Uil MH()OPMANMOHHBIX cucTeM 1 Kilacca HpH HX
HNOJKIIOYEHUH K CeTSIM MEXAYHapOIHOr0 HH(POPMAIMOHHOTO OOMEHa JOCTHraercs IyTeM
NPUMEHEHHS CPEICTB MEXKCETEBOTO OJKPAaHMPOBAHMSA, KOTOPbIE OOECIIEYMBAIOT BBIIOJHEHHUE
CIICAYIOMNX (PYHKITUI:

GUIBTPALMI0 HA CETEBOM YPOBHE Ui KaXIOTO CETEBOr0 IMaKeTa HE3aBUCUMO (pelieHHue o
(GuIpTpay TPUHUMACTCSI HA OCHOBE CETEBBIX aJ[PECOB OTIPABUTEIIS U MOJIy4aTelis WJIK HA OCHOBE
JPYTUX SKBUBAJICHTHBIX aTPUOYTOB);

(GUIBTPALIMIO TAKETOB CIyKEOHBIX MPOTOKOJIOB, CIY)XaIlIUX JUIS JUArHOCTHKH W YIPaBIICHHS
paboTOi CeTEBBIX YCTPOUCTB;

q)HHBTpaI_II/IIO C YUYCTOM BXOJHOI'O M BBIXOJHOI'O CETCBOI'O I/IHTep(beﬁca KaK CpC€acCTBa IIPOBCPKH
IMOJAJIMHHOCTH CECTEBBIX aJApPCCOB,

(GUIBTPAIUIO C YISTOM JIFOOBIX 3HAYUMBIX TIOJICH CETEBBIX MAKETOB,;

(bHJ'ILTpaI_II/IIO Ha TPaHCIIOPTHOM YPOBHE 3alIpOCOB Ha YCTAHOBJICHUC BUPTYAJIBbHBIX COG,Z[I/IHCHPlﬁ C
Y4€TOM TPAHCIIOPTHBIX aAPE€COB OTIIPABUTEIIA U MOJIYy4aTECIIAd,

q)HJIBTpaHI/IIO Ha MPHUKIAAHOM YPOBHC 3allpOCOB K MPUKIIAJHBIM CEPBUCAM C YUCTOM IPHUKIIAAHBIX
aJIp€COB OTIIPABUTEIIS U IOJIYy4aTeIIA,

(UIBTPAINIO C YYETOM JaThl U BPEMEHHU;

ayTeHTU(UKALMIO BXOJAIINX M UCXOASIIMX 3allpOCOB METOAAMHU, YCTOMUMBBIMU K MACCUBHOMY M
(uM) aKTUBHOMY TPOCITYIIMBAHUIO CETH;

pPETUCTPAII0 U Y4eT (DUIBTPYEMBIX MAKeTOB (B MapaMeTphbl PErHCTpAllMU BKIIOYAIOTCS ajpec,
BpeMs ¥ pe3yabTaT QUIBTPALIIHN);

PETUCTPALIMIO U YYET 3alIPOCOB HA YCTAHOBJICHUE BUPTYAJIbHBIX COCIUHEHNUN;
JIOKQJIbHYIO CUTHAIM3AIMIO TIOTBITOK HAPYLIEHUS MPaBUl GUIbTPAINH;

I/II[eHTI/I(i)I/IKaIII/IIO n aYTeHTI/I(i)I/IKaHI/IIO AAMUHUCTpATOPA MCKCETCBOI'0 3KpaHa IpU €ro JOKaJIbHBIX
3arpocax Ha JOCTYII 11O I/I,Z[eHTI/I(bI/IKaTOpy (KO,I[}/) " MapoJir0 YCJIIOBHO-TIOCTOAHHOT'O ,Z[CI>'ICTBPI$I;

NpEeNOTBpallleHHe  JOCTylna HEWJCHTHU(PUIIMPOBAHHOTO  IOJIb30BATENsl WJIM  I0JIb30BATENs,
HO/UIMHHOCTh UJICHTU(UKAIIMU KOTOPOTO MPU ayTeHTU(UKAIINH HE TIOATBEPANIAC;

UJCHTUPHUKAIMIO U ayTEHTU(PHUKAIMIO aIMHUHHUCTPATOpPa MEXKCETEBOT0 3KpaHa MpH €ro yAaJeHHBIX
3arpocax MEeToJaMH, YCTOMYMBBIMU K TACCUBHOMY M aKTUBHOMY IepexBaTy HH(POpMaIUH;

peructpanuio Bxojaa (BbIXO/a) aJIMUHUCTPATOPa MEXKCETEBOTO JKpaHa B CHCTEMY (M3 CHCTEMBbI)
71100 3arpy3Ky U MHUIMATIM3AIUN CUCTEMBI U €€ IPOrPaMMHOT0 OCTaHOBa (perucTpaius BbIX0aa 13
CHCTEMBI HE MPOBOJIUTCS B MOMCHTBI allllapaTyPHOTO OTKITFOUCHHS MEXKCETEBOTO IKPaHa);



PETUCTpPAIIMIO 3aITyCcKa MPOrpaMM U IPOIecCoB (3aaaHuid, 3a1ay4);

PETUCTpALIMIO JCUCTBHUA aIMUHUCTPATOpa MEXKCETEBOIO0 JSKpaHa MO0 W3MEHEHUIO MPaBUII
bunpTpanuy,

BO3MO>KHOCTh JIMCTAHIIMOHHOTO YIPABJICHUS] CBOMMH KOMIIOHEHTAMH, B TOM YHCJIE BO3MO>KHOCTh
KOH(UTypupoBaHUs (PUIBTPOB, MPOBEPKH B3aMMHON COTJIACOBAHHOCTH BCeX (UIBTPOB, aHAIM3a
perucTpanoHHON HH(OPMAIINH;

KOHTPOJIb LIEJIOCTHOCTH CBOEH MPOTrpaMMHOM U HH()OPMAITMOHHON YacTH;

KOHTPOJIb 1LI€JOCTHOCTH IPOrpaMMHOM M HMHGOPMALMOHHOM YacTH MEXKCETEBOI0 3KpaHa I10
KOHTPOJIBHBIM CyMMaM;

BOCCTAQHOBJICHHE CBOMCTB MEKCETEBOI'0 OKpaHa 11ocCJeC c00€EB 1 OTKAa30B 060py;[013aH1/1;1;

perilaMeHTHOE TECTHPOBAaHUE PeaIM3alMy MpaBui (QUIIBTPAIMH, TIPOIecca PErHCTpaliH, mporecca
WICHTUQUKAIIMA W ayTeHTH(HUKALWU 3alpOCOB, Mpolecca HUIACHTU(PUKAUNN W ayTeHTH(PHUKAINHA
aJIMUHHCTpATOpa MEXKCETEeBOr0 SKpaHa, Ipolecca PEerucTpanuy JAeHCTBUIl aJMHHUCTpATOpa
MEKCETEeBOr0 3KpaHa, Mpolecca KOHTPOJS 3a HEIOCTHOCTBIO IMPOrpPaMMHONM M MH(OPMAIMOHHOM
YacTH, MPOLETYyPbl BOCCTAHOBJICHUS.

5. AHanu3 3alUIIEHHOCTH TMPOBOJUTCS MJS paclpeleleHHBIX HHPOPMAIMOHHBIX CHCTEM H
WH(OPMAIMOHHBIX CHCTEM, TIOJKITIOYCHHBIX K CETSIM MEXKIYHAPOIHOTO HH(POPMAIIMOHHOTO OOMEHa,
NyTeM UCIOJIB30BaHHUA B  COCTaBe MH(POPMALMOHHOW  CHUCTEMBl  MPOTPAMMHBIX WM
pOrpaMMHO-aIapaTHBIX CPEACTB (CHCTEM) aHAIN3a 3alMIICHHOCTH.

CpenctBa (cucTembl) aHanM3a 3al[MIICHHOCTH JOJDKHBI 00ECIECYMBATH BO3MOXKHOCTH BBISBICHHUS
ySI3BUMOCTEM, CBA3aHHBIX C OLIMOKaMU B KOHQUIypaluu MPOrpaMMHOIO oOecredeHus
UH(POPMALIMOHHOM CHUCTEMBI, KOTOPbIE MOTYT OBITh MCIIOJIb30BaHbl HAPYLIUTENEM Ul peaau3aluu
aTaku Ha CUCTEMY.

6. OOHapyXeHHEe BTOP)KEHUH TIPOBOIUTCS TSI HHOOPMAITMOHHBIX CHCTEM, TIOAKITIOUEHHBIX K CETSIM
MEXYHApOJAHOTO MH(POPMAITMOHHOTO 0OMEHA, IIyTEM HCII0JIb30BaHMs B COCTaBe MH()OPMAITMOHHON
CHCTEMbI TMPOTPAMMHBIX MM TMPOrPAMMHO-ANMAapaTHBIX CpeAcTB (CHCTeM) OOHapy)KeHHsI
BTOPKCHHM.

7. Jlns uHpOpManuoHHBIX cucTeM 1 Kilacca MpuUMEHSETCsl MporpaMMHOE OOeclieueHue CPE/ICTB
3alUThl UH(OPMAIIUY, COOTBETCTBYIOIIEEe 4 YPOBHIO KOHTPOIS OTCYTCTBHS HeEIEKIApHUPOBAHHBIX
BO3MOXHOCTEH.



